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8:03
The phone beeps.
A text comes.
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38 minutes pass...
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Cause? Bad warning system UI!



What about…
Encrypted email? Sure!

Yes.
Bad user interface.
Noting to to with security.
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Usability of PGP 5.0 (1999)
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Has the world moved on?
(Microsoft Office + PGP 9, 2006)
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And now? Please? (Mailvelope, 2015)
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It’s not just academia...
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Let’s start validating
TLS certificates...

But surely,
it’s only end users, isn’t it?
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Oh, I need to validate this certificate...

[attendee@devconf ~]$ openssl verify cert-chain.pem
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Oh, I need to validate this certificate...

[attendee@devconf ~]$ openssl verify cert-chain.pem

CN = secret.devconf.cz, O = Red Hat, Inc., C = CZ
error 47 at 0 depth lookup: 

permitted subtree violation
error cert-chain.pem: verification failed



Solution 1:

The user 
should know!
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Solution 2:

Investigate!
Understand!
Decide!
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But there are MANY possible errors...

[attendee@devconf ~]$ man openssl verify | grep ...
X509_V_OK, X509_V_ERR_UNSPECIFIED, X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT, X509_V_ERR_UNABLE_TO_GET_CRL, 
X509_V_ERR_UNABLE_TO_DECRYPT_CERT_SIGNATURE, X509_V_ERR_UNABLE_TO_DECRYPT_CRL_SIGNATURE, 
X509_V_ERR_UNABLE_TO_DECODE_ISSUER_PUBLIC_KEY, X509_V_ERR_CERT_SIGNATURE_FAILURE, 
X509_V_ERR_CRL_SIGNATURE_FAILURE, X509_V_ERR_CERT_NOT_YET_VALID, X509_V_ERR_CERT_HAS_EXPIRED, 
X509_V_ERR_CRL_NOT_YET_VALID, X509_V_ERR_CRL_HAS_EXPIRED, X509_V_ERR_ERROR_IN_CERT_NOT_BEFORE_FIELD, 
X509_V_ERR_ERROR_IN_CERT_NOT_AFTER_FIELD, X509_V_ERR_ERROR_IN_CRL_LAST_UPDATE_FIELD, 
X509_V_ERR_ERROR_IN_CRL_NEXT_UPDATE_FIELD, X509_V_ERR_OUT_OF_MEM, X509_V_ERR_DEPTH_ZERO_SELF_SIGNED_CERT, 
X509_V_ERR_SELF_SIGNED_CERT_IN_CHAIN, X509_V_ERR_UNABLE_TO_GET_ISSUER_CERT_LOCALLY, 
X509_V_ERR_UNABLE_TO_VERIFY_LEAF_SIGNATURE, X509_V_ERR_CERT_CHAIN_TOO_LONG, X509_V_ERR_CERT_REVOKED, 
X509_V_ERR_INVALID_CA, X509_V_ERR_PATH_LENGTH_EXCEEDED, X509_V_ERR_INVALID_PURPOSE, 
X509_V_ERR_CERT_UNTRUSTED, X509_V_ERR_CERT_REJECTED, X509_V_ERR_SUBJECT_ISSUER_MISMATCH, 
X509_V_ERR_AKID_SKID_MISMATCH, X509_V_ERR_AKID_ISSUER_SERIAL_MISMATCH, X509_V_ERR_KEYUSAGE_NO_CERTSIGN, 
X509_V_ERR_UNABLE_TO_GET_CRL_ISSUER, X509_V_ERR_UNHANDLED_CRITICAL_EXTENSION, 
X509_V_ERR_KEYUSAGE_NO_CRL_SIGN, X509_V_ERR_UNHANDLED_CRITICAL_CRL_EXTENSION, X509_V_ERR_INVALID_NON_CA, 
X509_V_ERR_PROXY_PATH_LENGTH_EXCEEDED, X509_V_ERR_PROXY_SUBJECT_INVALID, 
X509_V_ERR_KEYUSAGE_NO_DIGITAL_SIGNATURE, X509_V_ERR_PROXY_CERTIFICATES_NOT_ALLOWED, 
X509_V_ERR_INVALID_EXTENSION, X509_V_ERR_INVALID_POLICY_EXTENSION, X509_V_ERR_NO_EXPLICIT_POLICY, 
X509_V_ERR_DIFFERENT_CRL_SCOPE, X509_V_ERR_UNSUPPORTED_EXTENSION_FEATURE, X509_V_ERR_UNNESTED_RESOURCE, 
X509_V_ERR_PERMITTED_VIOLATION, X509_V_ERR_EXCLUDED_VIOLATION, X509_V_ERR_SUBTREE_MINMAX, 
X509_V_ERR_APPLICATION_VERIFICATION, X509_V_ERR_UNSUPPORTED_CONSTRAINT_TYPE, 
X509_V_ERR_UNSUPPORTED_CONSTRAINT_SYNTAX, X509_V_ERR_UNSUPPORTED_NAME_SYNTAX, 
X509_V_ERR_CRL_PATH_VALIDATION_ERROR, X509_V_ERR_PATH_LOOP, X509_V_ERR_SUITE_B_INVALID_VERSION, 
X509_V_ERR_SUITE_B_INVALID_ALGORITHM, X509_V_ERR_SUITE_B_INVALID_CURVE, 
X509_V_ERR_SUITE_B_INVALID_SIGNATURE_ALGORITHM, X509_V_ERR_SUITE_B_LOS_NOT_ALLOWED, 
X509_V_ERR_SUITE_B_CANNOT_SIGN_P_384_WITH_P_256, X509_V_ERR_HOSTNAME_MISMATCH, X509_V_ERR_EMAIL_MISMATCH, 
X509_V_ERR_IP_ADDRESS_MISMATCH, X509_V_ERR_DANE_NO_MATCH, X509_V_ERR_EE_KEY_TOO_SMALL, 
X509_ERR_CA_KEY_TOO_SMALL, X509_ERR_CA_MD_TOO_WEAK, X509_V_ERR_INVALID_CALL, X509_V_ERR_STORE_LOOKUP, 
X509_V_ERR_NO_VALID_SCTS, X509_V_ERR_PROXY_SUBJECT_NAME_VIOLATION, X509_V_ERR_OCSP_VERIFY_NEEDED, 
X509_V_ERR_OCSP_VERIFY_FAILED, X509_V_ERR_OCSP_CERT_UNKNOWN



Problem statement
• How do people in IT perceive certificate flaws?

– Do they understand the cause?
– Do they see the (security) consequences?
– Further complication: Sometimes deliberate 

deployment of invalid TLS certificates...
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Problem statement
• How do people in IT perceive certificate flaws?

– Do they understand the cause?
– Do they see the (security) consequences?
– Further complication: Sometimes deliberate 

deployment of invalid TLS certificates...

• How do error messages help comprehension?
– Do they matter much? Can they be better?
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2018
“research booth”
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Task: You’d LOVE to register via Google...
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Open source! Let’s write a patch!

[attendee@devconf ~]$ ./testConnection server_google
Chosen provider: Google
Connecting to  accounts.google.com...
Connection success.
Certificate chain saved to server_google.pem.

Certificate validation failed!
   Permitted subtree violation

(X509_V_ERR_PERMITTED_VIOLATION)
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   Task procedure (simplified)

1. Try to understand the problem and risks.
(Do whatever would you do.)

2. How much do you trust the server 
having this certificate?

3. Later: Describe in your own words what was the 
problem with the certificate.
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So we discussed it with 75 developers...



• 75 participants (♙)
– 67 with recorded interviews

• 95% employed in IT (median 8 years)

• 67% have formal education in IT

• 91% used OpenSSL before
– 25% NSS, 25% Java Keytool, 19% GnuTLS

Participant stats
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What perceptions 
do people in IT have?
(w.r.t. cert flaws)

Results I.
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Case 1: OK (Github)

[attendee@devconf ~]$ ./testConnection server_github
Chosen provider: Google
Connecting to auth.github.com...
Connection success.
Certificate chain saved to server_github.pem.

Certificate validation return value:
   ok (X509_OK)



Case 1: OK (Github)

61♙ NoIssue*
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NoIssue:
“There wasn’t a problem, 
it was good, OK.” [P22]



Case 1: OK (Github)

61♙ NoIssue*
13♙ ExtraCheck
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ExtraCheck:
“I think it was safe, but I 
looked into the cert and I 

couldn’t find anything 
wrong, so I would trust it...” 

[P13]



Case 1: OK (Github)

61♙ NoIssue*
13♙ ExtraCheck
12♙ BugFree

30

BugFree:
“[...] everything looked fine 
and I thought: ‘Well, if the 

testing tool is good, 
I’ll trust that.’” [P77]
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Case 2: Expired (Microsoft)

[attendee@devconf ~]$ ./testConnection server_microsoft
Chosen provider: Microsoft
Connecting to login.microsoft.com...
Connection success.
Certificate chain saved to server_microsoft.pem.

Certificate validation return value:
   certificate has expired

(X509_V_ERR_CERT_HAS_EXPIRED)



Case 2: Expired (Microsoft)

62♙ NoLonger*
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NoLonger:
“Microsoft certificate has 
expired, it’s out of date.” 

[P30]



Case 2: Expired (Microsoft)

62♙ NoLonger*
27♙ Mistake

33

Mistake:
“[I have] some feeling like 

maybe it could be just 
forgotten and they’re

about to do it, they’re about 
to renew it or something.” 

[P10]



Case 2: Expired (Microsoft)

62♙ NoLonger*
27♙ Mistake
18♙ Common

34

Common:
“Ah, right, so, expired 
certificates are pretty 

common, so from what 
I can see [...]” [P01]



Case 2: Expired (Microsoft)

62♙ NoLonger*
27♙ Mistake
18♙ Common
14♙ OKBefore*

35

OKBefore:
“So it was valid in the 

past, and I looked at the 
date [...]” [P18]



Case 2: Expired (Microsoft)

62♙ NoLonger*
27♙ Mistake
18♙ Common
14♙ OKBefore*
13♙ Reputation
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Reputation:
“If it’s like a small 

businesses from my local 
neighborhood, I would 
probably trust them.” 

[P62]



Case 2: Expired (Microsoft)

62♙ NoLonger*
27♙ Mistake
18♙ Common
14♙ OKBefore*
13♙ Reputation
  8♙ Attack

37

Attack:
“[...] it cannot be predicted 
if the attacker has stolen a 

certificate which was 
previously valid and has 

been revoked or [...]” [P37]
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Case 3: Self-signed (Fedora project)

[attendee@devconf ~]$ ./testConnection server_fedora
Chosen provider: Fedora Project
Connecting to id.fedoraproject.com...
Connection success.
Certificate chain saved to server_fedora.pem.

Certificate validation return value:
   self signed certificate

(X509_V_ERR_DEPTH_ZERO_SELF_SIGNED_CERT)



Case 3: Self-signed (Fedora project)

50♙ ByItself*
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ByItself:
“That it is not signed by the 

other authority, but it’s 
signed by itself.” [P15]



Case 3: Self-signed (Fedora project)

50♙ ByItself*
28♙ NoCA*

40

NoCA:
“It means that it was signed 
by local server for which it 

was generated. 
It was not signed by official 

authority.” [P20]



Case 3: Self-signed (Fedora project)

50♙ ByItself*
28♙ NoCA*
21♙ AnyoneCan*

41

AnyoneCan:
“Self-signed certificate? 

Anyone can create 
self-signed certificates.”

[P78]



Case 3: Self-signed (Fedora project)

50♙ ByItself*
28♙ NoCA*
21♙ AnyoneCan*
10♙ IfExpected

42

IfExpected:
“If I knew that the 

certificate should be 
self-signed, I could 

consider it trustworthy.” 
[P09]



Internal:
“[...] and it’s usually used 
either by internally or for 

testing purposes. 
It shouldn’t be used 

publicly.” [P11]

Case 3: Self-signed (Fedora project)

50♙ ByItself*
28♙ NoCA*
21♙ AnyoneCan*
10♙ IfExpected
10♙ Internal
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Case 3: Self-signed (Fedora project)

50♙ ByItself*
28♙ NoCA*
21♙ AnyoneCan*
10♙ IfExpected
10♙ Internal
  8♙ Attack

44

Attack:
“[...] because that can be 

any hacker, [they] can 
phish that and malware 
can be added.” [P66]
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Case 4: Hostname mismatch (Facebook)

[attendee@devconf ~]$ ./testConnection server_facebook
Chosen provider: Facebook
Connecting to oauth.facebook.com...
Connection success.
Certificate chain saved to server_facebook.pem.

Certificate validation return value:
   Hostname mismatch

(X509_V_ERR_HOSTNAME_MISMATCH)



Case 4: Hostname mismatch (Facebook)

50♙ BadName*
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BadName:
“The last one server, 

Facebook, [the certificate] 
was issued for a different 

hostname.” [P39]



Case 4: Hostname mismatch (Facebook)

50♙ BadName*
27♙ NameCheck
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NameCheck:
“[...] because it is not 

Facebook, it is Facesbook 
or something like that.” 

[P57]



Case 4: Hostname mismatch (Facebook)

50♙ BadName*
27♙ NameCheck
22♙ Attack

49

Attack:
“It can be some phishing 

site or something like this.” 
[P76]



Case 4: Hostname mismatch (Facebook)

50♙ BadName*
27♙ NameCheck
22♙ Attack
  8♙ Mistake

50

Mistake:
“And in this case – it’s a 
different domain, but I’d 

say it’s some kind of typo 
or something like that.” 

[P63]
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Case 5: Name constraints (Google)

[attendee@devconf ~]$ ./testConnection server_google
Chosen provider: Google
Connecting to accounts.google.com...
Connection success.
Certificate chain saved to server_google.pem.

Certificate validation return value:
   permitted subtree violation

(X509_V_ERR_PERMITTED_VIOLATION)



Case 5: Name constraints (Google)

25♙ Constraint*
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Constraint:
“I understood that there is 
some chain and a certain 
point in chain is restricting 
the hostname to ...” [P39]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
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Wrong:
“So when I open the 

certificate, I find out that 
one of the authorities was 

listed as false, but the 
other two were fine.” [P10]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
14♙ NotKnow

54

NotKnow:
“I don’t really understand 
the whole thing.” [P62]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
14♙ NotKnow
10♙ Attack
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Attack:
“I would probably contact 
Google and let them know 

that they have a rogue 
admin...” [P26]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
14♙ NotKnow
10♙ Attack
10♙ CAProblem*
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CAProblem:
“So while it may have 
signed that, CA has 

explicitly said ‘I am not 
allowed to sign this, you 

should not trust this.’” [P26]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
14♙ NotKnow
10♙ Attack
10♙ CAProblem*
10♙ CAConstr*

57

CAConstr:
“The thing is the certificate 

authority up the chain 
specifies that only domains 
with ‘api.google.com’ are 

valid.” [P18]



Case 5: Name constraints (Google)

25♙ Constraint*
19♙ Wrong
14♙ NotKnow
10♙ Attack
10♙ CAProblem*
10♙ CAConstr*
10♙ Mistake

58

Mistake:
“It seemed like it was just 

an innocent 
misconfiguration of the kind 
that happens all the time.” 

[P19]



Case 5: Name constraints (Google)
25♙ Constraint*
19♙ Wrong
14♙ NotKnow
10♙ Attack
10♙ CAProblem*
10♙ CAConstr*
10♙ Mistake
10♙ NoInfo

59

NoInfo:
“For this one I really try to 
find some documentation, 

but there was no 
documentation on this.” 

[P68]



Do people in IT 
Trust flawed certs?

Results II.
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Trust scale (0–6)
6/6: I'm totally satisfied. If it was my bank's website, 

I would log in without worries.

4/6: Looks OK. I would log in with my library account, 
but not with my bank account.

2/6: Looks suspicious. I will read the page, 
but I will not fill in any information.

0/6: Outright untrustworthy. It is not safe to browse 
or to trust any information there.
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Trust comparison by case
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Trust in expired certificates (average)
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“Outright
untrustworthy.”

“Looks
suspicious.”

“Looks
OK.”

“I’m totally
satisfied.”



Do the error messages 
influence perceptions/trust?
(incl. relevant docs)

Results III.
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Idea: Test different designs

A: Original errors

• 44 participants

• OpenSSL 1.1.0g-fips
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B: Redesigned errors

• 31 participants

• Our designs
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New error messages
OK: All performed check passed.

Expired: The certificate has expired or is not 
yet valid.

Self The certificate is self-signed and 
signed: not found in the trust store.

Hostname The server hostname does not match
mismatch: the certificate subject name.

Name The subject name violates constraints 
constraints: set by CA.
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Errors: Message + code + link

[attendee@devconf ~]$ ./testConnection server_google
Chosen provider: Google
Connecting to accounts.google.com...
Connection success.
Certificate chain saved to server_google.pem.

Certificate validation return value:
   The subject name violates constraints set by CA.

(X509_ERR_NAME_CONSTRAINTS_VIOLATION,
 see https://x509errors.cz)



…leading to x509errors.cz
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Caused perception differences
• OK

– More ExtraCheck

• Self-signed
– More Attack

• Name constraints
– More Attack
– Less codes indicating not understanding

(Wrong, NotKnow, NoInfo)
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Caused trust differences
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self-signed
hostname mismatch

name constraints

↓

decreased trust



Resources used: Just briefly
• Name constraints take longer to comprehend

• People look into certificates (80%)

• Almost everybody googles :-}
– 81% with a text code, 66% with own words

• Link offered in the error message clicked often!
– 71% of the participants that had it!
– Nice opportunity to point users to a useful place
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Recap: What did we go through?
• Study with 75 DevConf attendees in 2018
• 5 certificate errors (OpenSSL/redesigned)
• Self-signed and name constraints overly trusted?
• Name constraints not much understood
• Expired depends on time elapsed
• Changing errors (& docs) matters
• Links in errors are clicked
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What can I do next?
• Submit patches to OpenSSL

– Error messages
– Error documentation

• Publish and share results
– Discussion on cert flaws perception
– Discussion on name constraints understanding
– Discussion on links in error messages
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What can I do next?
• Map errors of different libraries

– Do similar errors mean the same things?
– Compare/share documentation

• Unify errors and documentation
– Parallel with web world:

2017-10: Mozilla, Microsoft, Google, W3C, Samsung 
create cross-browser documentation on MDN
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• Read error messages in your product.
– Do the users/developers understand them?
– Ask them! (Or make a study.)

• Like the ideas presented here?
– Spread the word. The paper will be available soon.

(Sign up for a notification if you want.)
– Share feedback in person or by email.

What can YOU do next?
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Usable security may still be unusual...
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Usable security may still be unusual...
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May your software
always be usable!
(and secure!)

Interested in the research?

My other research bits at
crocs.fi.muni.cz/people/mukrop

Martin Ukrop, mukrop@mail.muni.cz
Masaryk University, CRoCS
Ph.D. research cooperation with Red Hat Czech


