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Outline

• Enabling PUAs detection problem

• Our experiment

• Results and discussion

• Future work
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What are PUAs?
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Legally safe solution?

• Let a user agree with enabling PUAs detection

during antivirus installation.
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Our aim

• Aim: Increase rate of enabling PUAs detection

• How: 

– Design variants of user dialog to enable PUAs detection

– Evaluate variants

– Discuss the variant with highest PUAs detection enabling 

rate

• Who: 

– Faculty of Informatics, Masaryk University

– Faculty of Social Science, Masaryk University

– IT security software provider ESET
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Experiment

• June and July 2015

• ESET beta users

• Beta home edition antivirus

• Records about 26,000 installations
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Proposed variants

• We designed 14 variants + control one

7 | EuroUSEC 2016



Proposed variants

• We designed 14 variants + control one
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Proposed variants

• We designed 14 variants + control one
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Results – the best variant
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74.5%

89.8%

 Significant improvement



Results – the worst variant
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Future work

• PUA experiment with standard users

– Questionnaire about their security habits

• Who are beta users and how they differ from 

standard product users?
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Conclusions

• Aim: Increase rate of enabling PUAs detection

• Cooperation with IT security software provider 

ESET

• 15 variants tested, 26,000 installations

• „Enable PUAs detection“ as first option increased

the rate by 15.3 percentage points

• Other variants did not lead to any improvement
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Thank you for your attention!

Questions

http://crcs.cz/papers/eurousec2016

vlasta.stavova@mail.muni.cz

@CRoCS_MUNI
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