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Some history

« 2002 — 2009 Cooperation with NBU
— Various topics, main focus on security of smartcards
— Power analysis with custom boards (SCSAT02/04)
— On-card TRNG verification (NIST, Diehard)
— Mostly unpublished research

e 2008-now

— Security of ePassports

— JavaCard source code analysis and transformation

— Capalbilities of JavaCards (DB of supported algs, perf)
— Advanced card applications (AN.ON log, travel cards...)
— Smart cards + NFC + mobile phones
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POWER ANALYSIS
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Cryptographic Hardware Security

* Projects focus
— How to select most suitable smart card?
— How to test large batch for same hardware?
— How to detect potential backdoor?
— How to fix problems with hardware in software?
— How to let user to confirm transcation amount?
— Source code audits

4  Research behind smart cards 6.2.2015 www.fi.muni.cz/crocs



CR®CS

reader

Basic setup for power analysis Smart card
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More advanced setup for power analysis

External power
TeSted Supply

smartcard
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Database of common operations

Power trace of DES, AES, EEPROM, write RAM, RSA, MD5,

GlobalPlatform SCP’0x, PIN verification...

SHA1/SHA256 ...
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Simple power analysis

Hamming Weight or Hamming Distance Leakage

Voltage

Rani REENl SNNRE AR N Y

arrayl PIlA|S|S|W|O|R|D

array?2 A|/B | C | D|E |F|G|H
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Reverse engineering

sadd;
sstore 4; ”W'\,N\ e
sload 4; MJ TR *‘,;\ﬂrr\/,
sconst_1;
aload_1, \—b
sload 4;

/4

e o P | o 2 M

sadd sload sconst
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_soa 1

_ . ifeq_w L2;
Conditional jumps L1: getfield_a_this 0;
sconst_0;
. ] sconst_0;
* may reveal sensitive Info |  bastore;
] goto L3;
* keys, internal branches... | L2: getfield_a_this 0;
sconst_0;
(source code) . sconst_1; oscilloscope
if (key == 0) m_ram1[0] = 1; | compiler bastore;
else m_ram1[0] = O; goto L3;
L3: ... !

(power trace, k !'= 0)
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PowerTraceSimulator (PTS) project

 Differential power analysis
— Gather thousands of traces for different plaintext
— Use statistical methods to recover bytes of secret key

 Hard to obtain with current smart cards

« PTS provides simulated traces (Rudolf Kvasnovsky)
— Testing of various approaches
— Educational usage
— https://github.com/petrs/PowerTraceSimulator
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https://github.com/petrs/PowerTraceSimulator
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Open topics

* Try new and better PicoScope osci we have now

« Generate and publish public database of common
operations for selected cards

— RNG, AES, RSA, ECC...
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ON-CARD RSA KEYS

14 Research behind smart cards 6.2.2015 www.fi.muni.cz/crocs



CR&,CS

Verifying of on-card key generation

* On-card key generation functionality

* Up to RSA-2048 bits keys
* RNG — prime(s) > RSA key
« Keys seems to be random...

PUBL: 82 00 03 01 00 01 82 00 80 cob
PRIV: 82 00 40 cf 36 3e 0Oe Ob 3f 31
# 1:7.941

PUBL: 82 00 03 01 00 01 82 00 80 bb
PRIV: 82 00 40 c7 eo 94 29 50 45 31
# 2:3.842
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How to gather 100 000+ key pairs?
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Histogram of on-card generation time
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Analysis

* Analysis of RSA keys generated on smartcards
(David Formanek)
— Wiener's attack for small private exponents
— Possibility of module factorization
— Frequency distribution of primes in keys
— Next prime predictability
- Keycheck tool
https://qgithub.com/formanek/keycheck
— Interesting deviances found!
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Open topics

« Gather more keys from more cards
* More RSA keys tests and especially interpretation
« ECC keys
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JCALGTESTER
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Problem?

How much RAM
memory?

How much
persistent
memory?
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http://www.fi.muni.cz/~xsvenda/jcsupport.html

What kind of
smart card?

Which algorithms
supported?

Which one
should |
choose?

What key
lengths?

What version
of JavaCard
API?
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http://www.fi.muni.cz/~xsvenda/jcsupport.htmi

JavaCard AlgTester - 2009

try {

m cipher = Cipher.getInstance (4L DES CEC NOPAD, false);
A7 If this line iz reached, than DES in CEC mode with no padding
/7 [ALG DE3 CEC _NOPAD) is supported.

supported = true;
} catch (CryptoException e) |

if (e.getBEeason(] == CryptoException.N0 31UCH ALGORITHM))

S/ algorithm is not supported
supported = false;
' else §{ S/ other error occured
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Tested cards abbreviations:

¢l Oberthur Cosmo Dual 72K 3B:78:18:00:00:00:31: C0:64:77:E3:03:00:52:20:00

c2 Gemplus GC¥4 72k PK (GemCombixpresso + integrated Mifarek), 3B:74:94:00:00:80:65:A2:01:01:01:30:72:D6:43
c3 NeP JCOP 4.1 %2.2.1, 3B:FA18:00:00:81.31:.FE: 45:4A:43:4F 50:34:31:56:32:32:31:50

cf NxP JCOP31 W22 36K 36:EB:00:00:81:31:20:45: 45 43:4F:50:33:31:33:36:47 :44:54:78

¢ Gemalto GXP R4 72K (TOP IM Gxd), 3B:7D:94:00:00:80:31:80:65:B0:683:11:CO: AR:83:00:90:00

¢b Gemplus GXP Pro-R3.2 (TOP |15 GX3) 3B:70:94:00:00:30:31:80:65:B0:53:01:02:90:53:00:20:00

of Gemplus GXPPro-R3 3B:7B:94:00:00:80:65:B0:83:01:01:74:83:00:90:00

¢ Gemplus GXPLite-Generic 38:70:94:00:00:50:31:50:65: B0:83:01:02:90:533:00:90:00

¢ Gemplus GXP EB4 PK (TOP IM GX3 ) 36:7E:94:00:00:80:25: A0:00:00:00:258:56:30:10:21:00:01:08
¢10 Axalto Cyberflex Palmera %5 3B:EE:00:00:51:21:45:32:48:01:01:01:01:.7 A

¢11 Schlurmberger Cyberlex 32K e-gate: ATR =3B7524 000062 020202 M

¢12 Mokia 6131 phone, ATR = 36:58:80:01:00:73:C8:40:13:00:90:00:71

Note: Blank white box means that algarithm was not tested yet with the card and will be added in future. Errar means that
tested card gives permanent errar ather then CryptoException.NO_SUCH_ALGORITHM when called.

ALG_DES_CBC_MOPAD yes yEes yes yes yes yes

ALG_DES_CBC_|503797 M1 ¥Yes YES yES Yes yes yes no  yes yes yes yes Yes
ALG_DES_CBEC_|S503797 M2 YEsS YES YES Yes YeS yeS N0 ¥es YeS yes yes yes
ALG_DEZ_CEC_PKCSS no nNo had hne nNg hd RO N0 hd RO hd o Yes
ALG_DES_ECE_MOPAD YES YES YES YeS YEeS YeS Yes Yes yes yes yes yes
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JavaCard AlgTester - 2012

* New Java parsing client (AlgTestJClient)
« Additional platform information parsed (JCSystem())
« Added speed testing for selected algorithms

RSA-based modular exponentiation hack testing added

Tested cards abbreviations:

¢l Oberthur Cosmo Dual 72K 3B:78:18:00:00:00:31: C0:64:77:E3:03:00:52:20:00

c2 Gemplus GC¥4 72k PK (GemCombixpresso + integrated Mifarek), 3B:74:94:00:00:80:65:A2:01:01:01:30:72:D6:43
c3 NeP JCOP 4.1 %2.2.1, 3B:FA18:00:00:81.31:.FE: 45:4A:43:4F 50:34:31:56:32:32:31:50

cf NxP JCOP31 W22 36K 36:EB:00:00:81:31:20:45: 45 43:4F:50:33:31:33:36:47 :44:54:78

¢ Gemalto GXP R4 72K (TOP IM Gxd), 3B:7D:94:00:00:80:31:80:65:B0:683:11:CO: AR:83:00:90:00

¢b Gemplus GXP Pro-R3.2 (TOP |15 GX3) 3B:70:94:00:00:30:31:80:65:B0:53:01:02:90:53:00:20:00

of Gemplus GXPPro-R3 3B:7B:94:00:00:80:65:B0:83:01:01:74:83:00:90:00

¢ Gemplus GXPLite-Generic 38:70:94:00:00:50:31:50:65: B0:83:01:02:90:533:00:90:00

¢ Gemplus GXP EB4 PK (TOP IM GX3 ) 36:7E:94:00:00:80:25: A0:00:00:00:258:56:30:10:21:00:01:08
¢10 Axalto Cyberflex Palmera %5 3B:EE:00:00:51:21:45:32:48:01:01:01:01:.7 A

¢11 Schlurmberger Cyberlex 32K e-gate: ATR =3B7524 000062 020202 M

¢12 Mokia 6131 phone, ATR = 36:58:80:01:00:73:C8:40:13:00:90:00:71

Note: Blank white box means that algarithm was not tested yet with the card and will be added in future. Errar means that
tested card gives permanent errar ather then CryptoException.NO_SUCH_ALGORITHM when called.

javacardx.crypto.Cipher cl 2 3 o 5 b o 8 B cl0 cl1 cl2
ALG_DES_CBC_MOPAD yes yes yes Y¥es yes yes yes yes yes yes yes Yes
ALG_DES_CBC_|503797 M1 ¥Yes YES yES Yes yes yes no  yes yes yes yes Yes
ALG_DES_CBEC_|S503797 M2 YEsS YES YES Yes YeS yeS N0 ¥es YeS yes yes yes
ALG_DEZ_CEC_PKCSS no nNo had hne nNg hd RO N0 hd RO hd o Yes

. ALG_DES_ECB_MOPAD BS YES YES YEeS Yes YeS Yes Yyes Ves yes Yyes yes
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http://www.fi.muni.cz/~xsvenda/jcsupport.htmi

What’s new in 20147 © Lukad Srom is on
Tested cards abbreviations: board @

c0 Athena IDprotect | ATR=3B D518 FF 80 91 FE 1F C3 80 73 C8 21 13 08 (provided by Cosm

c1 Axalto Cyberflex32 | ATR=3B 75 94 00 00 62 02 02 02 01 (provided by Petrs)

c2 Axalto Cyberflex PalmeraVs | ATR=3B EG 00 00 81 21 45 32 4B 01 01 01 01 7A (provided by PetrS)

c3 G+D SmartCafe Expert 144k Dual , ATR=3b fd 18 00 00 80 31 fe 45 73 66 74 65 20 63 64 31 34 34 2d 6e 66 d& (provided by Diego NdK)
c4 G+D SmartCafe Expert 3.2 72K , ATR=3B F7 18 00 00 80 31 FE 45 73 66 74 65 2D 6E 66 C4 (provided by Cosmo)

¢5 Gemalto IDCore 10 , ATR=3b 7d 96 00 00 80 31 80 65 b0 83 11 d0 a9 83 00 90 00 (provided by Martin Paljak)

c6é Gemalto IDCore 3010 CC , ATR=3b 7d 96 00 00 80 31 80 65 b0 85 02 00 cf 83 01 90 00 (provided by Martin Paljak)

c7 Gemalto TOP IM GXP4 | ATR=3b 7d 94 00 00 80 31 80 65 b0 83 11 d0 a9 83 00 90 00 (provided by Petrs)

cB8 Gemalto TwinGCX4 72k PK , ATR=3B 7A 94 00 00 80 65 A2 01 01 01 3D 72 D6 43 (provided by PetrS)

c8 Gemplus GXPEG4PK , ATR=3B TE 94 00 00 80 25 A0 00 00 00 28 56 80 10 21 00 01 08 (provided by PetrS)

c10 Gemplus GXPLiteGeneric , ATR=3B 7D 94 00 00 80 31 80 65 B0 83 01 02 90 83 00 90 00 (provided by Peir3)

c11 Gemplus GXPR3r32 Ll ATR=3B 7D 94 00 00 80 31 80 65 B0 83 01 02 90 83 00 90 00 (provided by PetrS)

c12 Gemplus GXPR3 , ATR=3B 7B 94 00 00 80 65 B0 83 01 01 74 83 00 90 00 (provided by Petr3)

¢13 Infineon JTOPWVZ 16K , ATR=3B 6D 00 00 80 31 80 65 40 90 86 01 51 83 07 90 00 (provided by PetrS)

c14 Nokia 6131 , ATR=3B 85 80 01 00 73 C8 40 13 00 90 00 71 (provided by Hakan Karahan)

c15 NXP JCOP10 (DES only version) , ATR=3b €9 00 00 81 31 fe 45 4a 43 471 50 31 30 56 32 32 a3 (provided by Henrik)

c16 NXP JCOP31 , ATR=3B EB 00 00 81 31 20 45 4A 43 4F 50 33 31 33 36 47 44 54 78 (provided by Petrs)

c17 NXP JCOP41 w221 | ATR=3b fa 18 00 00 81 31 fe 45 4a 43 41 50 34 31 56 32 32 31 9d (provided by PetrS)

c18 NXP JCOP CJ2A081 JC222 L ATR=3b 18 18 00 ff 81 31 fe 45 4a 43 41 50 76 32 34 31 43 (provided by Petr3)

c19 NXP JCOP CJ3A080v241 | ATR=3B F8 13 00 00 81 31 FE 45 4A 43 4F 50 76 32 34 31 B7 (provided by Lazuardi Nasution)
€20 NXP JCOP CJ3A081 JC222 ATR=3b fa 158 00 00 81 31 fe 45 4a 33 41 30 38 31 56 32 34 31 89 (provided by PetrS)

c21 NXP JCOP J2A080 , ATR=3b 16 18 00 1T 81 31 e 45 4a 32 41 30 38 30 1b (provided by Pierre-d)

€22 NXP JCOP J3D081 v242 L ATR=3b 9 13 00 00 81 31 fe 45 4a 43 47 50 32 34 32 52 32 a3 (provided by Martin Paljak)

¢23 Oberthur CosmoDual72K , ATR=3B 7B 18 00 00 00 31 CO 64 77 E3 03 00 82 90 00 (provided by PetrS)

c24 Oberthur Cosmo V7 64K Dual 128K , ATR=3B DB 18 00 80 B1 FE 45 1F 83 00 31 C0 64 C7 FC 10 00 01 90 00 FA (provided by Cosmo)
€25 Yubikey Neo , ATR=3b fa 13 00 00 81 31 fe 15 59 75 62 69 6b 65 79 4e 45 47 a6 (provided by Pierre-d and Cosmao)

c26 [undisclosedt] . ATR=31 00 300 300 200 200 200 200 300 300 300 300 30 3 3 (provided by Cosmo)

c27 [undisclosed2] , ATR=31 300 300 200 300 300 200 00 300 200 00 300 00 200 300 300 X00 200 300 300 200 300 0 2 (provided by Cosmao)

€28 [undisclosed3] , ATR=31 300 300 200 300 300 200 00 300 200 00 300 00 200 300 300 200 200 300 300 200 300 0 2 (provided by Cosmao)

€29 [undisclosed4] , ATR=31 300 300 200 300 300 200 00 300 00 00 300 00 200 300 300 200 200 300 300 200 300 0 2 (provided by Cosmao)
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http://www.fi.muni.cz/~xsvenda/jcsupport.htmi

Current state (and close future)

» Testing application for supported algorithms
— You can obtain information about your smart card
— https://github.com/petrs/JCAIgTest

- Database of results (31 cards at the moment)
— Find card you have or you like to have
— http://www.fi.muni.cz/~xsvenda/jcsupport.html

« Testing application for algorithms performance
— Generate or find performance graphs

« Power traces for selected algorithms
— Annotated database of power traces
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Card performance testing

* Howto
— Measuring time between APDU (multiple inner iterations)
— Measuring time directly from power trace

« Almost ready, final cleaning of code and measured
results (Lenka Kunikova)

— Testing applet and processing application
— Results for cards in our laboratory
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Basic crypto - performance

 DES, AES (one block) ~ 3-10ms
 SHA-1/SHA-2 (one block) ~ 3-6ms
 RandomData (16B) ~ 1-5ms

—+— GXP LG —+— GXP Pro 32 —— GXP Pro 64 —=— GCX 4

SHA-1 /
20 4
15 1 &

0 32 Gd o6 128 160 192 224 256
length of hashed data [bytes]
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Open topics

« Polish and publish performance testing tool
- Easy submit of results, card fingerprinting server
« Update JavaCard development tutorial
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SMART CARDS AND MOBILES
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Proximity-based credentials control

 Gradual authorization/credential
— as opposed to nothing x PIN

* Mobile phone (Android) with NFC reader

* Credentials with different level of sensitivity
— availlable based on proximity (NFC) of tags/SC
— E.g., ISO/IEC 14443 smart cards

* Prototype implemented (Dusan Klinec)
— three levels of control ~ 0, 1 or 2 cards in proximity
— cryptographic key read from smart card ()
— GalaxyS3 + JCOP 4.1
— Application screen reacts to new cards
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Open topics

* Analysis of performance of sign operation
— Various combination of phone + NFC chip + card

« Gathering info from on-board sensors
« Randomness extraction and evaluation
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APDU CAPTURE/MANIP
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_lo/x]
File Edit vView Cal Transfer Help at O r
D[] =|3] =0le|

=]

> -
)

Inicializace FLASH: AT45DB0O41
Programovani FPGA . .. .. ... . 0K
Inicializace HW

Active interface, active FPGA, Buffered, ver. 26.11. 2009:

Limited output of bytes to terminal (FAST_BUFFER_OUTPUT).
0ffered speed by JCOP card decreased by HTR mo
Honitoring of signals RST and I0 started..

. RST up-active

ATR 3B 6D 00 0O 80 31 80 65 40 90 86 01 51 83
'Send buffer:0 6D00DO8A31

COMM AB-A4-00-00-02- Send buffer:1 ABAL0000O2
|6E Send buffer:2 6E

00 A4

Send buffer:3 00A4

: RST up-active

: RST douwn

Limiten +a iy

Parser init

Parser init Connector to PC

[T=01

Parser init

|Connected 0:00:53 lanisIw 460800 8-N-1  [SCROLL  [CAPS [um

Capoure

Smart card

Inverse reader
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Proxmark Il

* Programmable device capable to simulate various
contactless cards/tags

« Man-in-the-middle attack (door access, bezkontatni

platby...)
« ePassport simulator (Martin Korec)
https://is.muni.cz/auth/th/396490/fi b/
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Where to log/manipulate communication?

<j Code inject application

User application
=~ =
=0 —

PC/SC(winscard.dll) <: Load malicious dll (stub)
| |
reader driver <: Virtual reader, change/inject new driver

| s In-card logger

JSB d”‘é,ﬂ% HW USB sniffer
Yo B
SW USB sniffer .
XV %

Malicious reader firmware
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http:/lwww.fi.muni.cz/~xsvenda/apduinspect.html

Let’s write own winscard.dll (PC/SC)
based on ApduView utility (by Fernandes)

[begin]

SCardTransmit (handle OXEA010001)# apduCounter:0#
totalBytesINCounter:1#

transmitted:00 a4 04 00 Oa a0 00 00 00 28 80 10 30 01 ff
responseTime:31#

’ =3 | SCardTransmit result:0x0#
winscard.dll (stub) received:6a 81

SCardTransmit (handle OXEA010001)# apduCounter:1#
totalBytesINCounter:16#

winscandcdll
y

[ User application ]
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e 3 wo100300 —[2e=24] > 04000000 00 [20=24, time=16]
— [x=3] — [ac=35time=15]
R 1000 00 00 00 00 00 00 00 63 61 72 64 69 &4 00 00 [2c=, time=1J]
g [as=11, time=16]
10 00 00 00 00 00 00 00 00 63 61 72 64 63 66 00 00 [ar=46, time=16]

‘u o — [ac=42, time=16] .

-a 0 o4 00 00 =42

-

- T 10 6d 73 63 70 00 00 00 00 63 6 61 70 66 69 6c 65 [a=13, time=1]]

: - S —  [ac=44, time=16] .
e 10 6 73 63 70 00 0000 00 b 78 63 30 31 00 00 00 [ae=36, time=31]
- : [ac=7, time=31]
- | wo100gop  —[ae=20] 12 /‘/_facﬂﬂ,thneﬂﬁ]
' . ar=13] —————— [ac=18, time=16]
- - ac=42, time=16]
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Open topics

« More functionality into APDUPIay, better
representation of results
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http://cesta.sourceforge.net

AUTOMATED SOURCE CODE
TRANSFORMATION
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CesTa - main design goals

1. Enhanced security on real applets
— fix what is wrong, add preventive defenses

2. Source code level & auditability
— trust, but verify

3. Complexity Is hidden
— clarity of original code

4. Flexibility & Extensibility
— protect against new threats
— protect only what HW does not
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CesTa - basic scheme

* Write code once, apply only what needed
 Vulnerable | Non-vulnerable Original source code

iconsrructions . constructions | 1 Chey==0) m_ raml[o] )
L ] e1se m_ raml[O] 0;

—————————————————————————————————————————————————————————————————————————————

. Transformed source code

' bool expr_res = key == 0;

' bool expr_res_neg = !(key == 0);

' switch Crand_bit) {

| case -1: break

 case 1: if (expr_res) m_raml[0] = 1;

: else m_raml[0] = 0; break;

' case 2: if (expr_res_neg) m_raml[0] = 0; |
! else m_raml[0] = 1; break;
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Another attack — fault induction

‘ |
Ao PW\PWf“‘VJ/‘M‘MW&ﬁJyw"/*w\www

Ra 9uCi

- PR
JL\MN\ A S Mﬁ*r-ﬂJJLMﬂw".A/gﬂpw‘.\,r N A N‘l’JM‘\‘\NM\/\.‘/ —w..{xm \ ” i -
[ F

® Attacker can induce bit faults in memory locations

— power glitch, flash light, radiation... 01011010
— harder to induce targeted then random fault 10100101

® Protection with shadow variable

— every variable has shadow counterpart
— shadow variable contains inverse value
— consistency is checked every read/write to memory

a

a_inv

01011010 | if (a!=~a_inv) Excepti

a = 0x55;

10100101 a_inv = ~0X55;

if (a !'=~a_inv) Exception();
a = 0x13;

® Robust protection, but cumbersome for developer

43

Research behind smart cards 6.2.2015

www.fi.muni.cz/crocs



CR&,CS

Applet state transition enforcement

® Applet security states controlled usually ad-hoc
— If (adminPIN.isValidated() && bSecureChannelExists) ...
— unwanted (unprotected) paths may exist

® Possible solution

— model state transitions in inspectable format (DOT
(Gl‘aphVIZ) digraph StateModel {

rankdir=LE;

— automaticalls;ze=rs, on;
—_ CheCk appr(:‘mde [ehape =ellipse color=lightblueZ, style=filled]:

{ rank=same; "S5TATE UPLOADED":"STATE INSTALLED":}

"STATE INSTALLED"™ [color=lightbluelZ, style=filled]:

"STATE UPLOADED" [color=gray, style=filled];

"STATE UPLOADED™ -> "STATE INSTALLED"™ [label="install()"]:
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BlockCard()

- I deselect()
_— T GetPublicInfo()
GetPublicInfo() |
BlockCard() -
_ — STATE_BLOCKED
STATE SELECTED VerifyUserPIN() SignData() BlockCard() —#

select() \ --"'f__{_d]_?:li:rc kCard()
STATE_INSTALLED @' Verify AdminPIN() STATE TUSER AUTH

%lsta]l() deselect()

TUnblockUgerPIN()
STATE UPLOADED

STATE_ADMIN AUTH

private wolid SetStateTransition (short newState) throws Exception {

switch (m currentState) {
case STATE UPLOADED:

i
if (pnewState == STATE INSTALLED) {m currentState = STATE INSTALLED; break:;}

if (newState == STATE SELECTED} {im currentState = STATE SELECTED; break:}
if (newState = STATE BELOCKED) {m currentState = STATE EBLOCRED; break;}

case STATE SELECTED: {
if (newState = STATE SELECTED) {m currentState = STATE SELECTED: break;:}
if (newState == STATE USER AUTH) {m currentState = STATE USER AUTH: break:}
if (newState == STATE ADMIN AUTH) {m currentState = STATE ADMIN AUTH: break:}
if (newState = STATE BELOCKED) {m currentState = STATE BLOCRED; break;}
if (newState = STATE TNSTALLED) {m currentState = STATE INSTALLED: break:}
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Thank you for your attention!

Questions 2

4
’
/
f
.
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