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OSINT — Open Source Intelligence

* In this context:

* Information that is available publicly or is not heavily restricted to only
specific group of people

* We will focus on the Internet and intelligence found there

e Techniques depends on target:
 Human or a group of people
* Organization
* Website



OPSEC — Operations Security

» Shameful wiki copy/paste:

e Operations security (OPSEC) is a term originating in U.S. military jargon, as a
process that identifies critical information to determine if friendly actions can
be observed by enemy intelligence, determines if information obtained by
adversaries could be interpreted to be useful to them, and then executes
selected measures that eliminate or reduce adversary exploitation of friendly

critical information



Dorking — Google is your friend

* Basic dorks that everyone knows but nobody uses them:
|«

o site:” ,inur
* Reverse image search

e site:”
* Very helpful to narrow down search results to a particular site
* Or to exclude them...



,muni.cz” site:pastebin.com

* https://pastebin.com/i80uCT42
* LDAP debug logs

* https://pastebin.com/JbKpYx9OW

running sglmap against ,,minotaur.fi.muni.cz”
* ... and successfully found injection via parameter...

e https://pastebin.com/4yvCgWg3
e CSIRT notification to some Croatia guys doing port scan on MUNI network

e ... +99% of homeworks for PB162 (Java Introduction)
* What else? Try it ;)


https://pastebin.com/i80uCT42
https://pastebin.com/JbKpYx9W
https://pastebin.com/4yvCgWg3




Username checks

namechk.com

checkusernames.com

S Help keep Namechk free

domain t. Click an domain to me

Need a logo? Namechk recommends ) Logojoy

] 3 (&) ® @

Instagram GooglePlus Reddit Wordpress Pinterest

S 8 e P e 8 N

Basecamp Tumblr Flickr Pandora ProductHunt Foursquare

= § 4 @ M

Meetup CashMe DailyMotion About.me Medium

g £ K 9

Good Reads Keybase Kongregate LiveJournal

@ Fotolog |

Bée

Slideshare Blinklist Foodspotting

V74 [ \¢

Vk i Codecademy Vine

StreamMe  GetSatisfaction IFTTT Wehbcred.it



Mailtester.com

E-mail address |xcarn0g@fi.muni .CZ

Check address

=

SMTP commands are your friends:
* VRFY
* EXPAND




Reverse image search

* Google images: images.google.com

e Just drag & drop a picture

* TinEye: tineye.com
* Long time elite
e Can track original location

Best match

Compare Match

Upload or enter Image URL

1 result

Searched over 23.3 billion images in 0.5 seconds.
for: avatar.jpg

Filter by domain/collection

superuser.com
Filename: 7ddécbh972d169a35532e95436e2a8347

Found on: questions/tagged/connection
Page crawled on Jul 29, 2014

Found on: questions/tagged/ssh

Page crawled on Jul 26, 2014

view all 3 matches
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* https://scontent-viel-
1.xx.fbcdn.net/v/t31.0-
8/22291334 1812769128750995
4485931666373875347 o.jpg?oh=
ecbfb7f4a79f21be8al16eb31a7b45
59&0e=5A446272

* facebook.com/1812769128750995




Geotagging




Twitter Geo-location

* Almost every mobile phone has a GPS

* Most social networks attach GPS coordinate to the message
* Some are publicly available

* Modern browsers have also basic geo location features
* No built-in GPS so less accurate
e Still accurate enough mostly to hundred few meters

* Tools:

e https://www.mapd.com/demos/tweetmap/
* Creepy (https://twitter.com/cree py)



https://www.mapd.com/demos/tweetmap/
https://twitter.com/cree_py

Geotagging

* Qoops...
e https://www.schneier.com/blog/archives/2015/06/us identifies a.html
* https://www.techlicious.com/blog/isis-terrorist-selfie-bombing/
* https://twitter.com/ davidthomson/status/559302457357258753



https://www.schneier.com/blog/archives/2015/06/us_identifies_a.html
https://www.techlicious.com/blog/isis-terrorist-selfie-bombing/
https://twitter.com/_davidthomson/status/559302457357258753

Image
metadata

Software

Lens Make

Lens Model

GPS Latitude Ref

GPS Longitude Ref

GPS Altitude Ref

GPS Time Stamp

GPS Img Direction Ref
GPS Img Direction

GPS Altitude

GPS Position

Run Time Since Power Up
Create Date

Date/Time Original

: 7.0.6

: Apple

iPhone 5s back camera 4.12mm f/2.2

: North

East

: Above Sea Level

: 18:32:17.18

: True North

1 242.1097561

: 225.3 m Above Sea Level

: 49 deg 12' 24.19" N, 16 deg 37' 26.79" E
: 10 days 23:12:22

: 2014:04:23 20:32:38.378

P 2014:04:23 20:32:38.378



Social Media Summary Displays Displays Save As Download

site/system correctly? 4Cs? embedded? embedded?

Dropbox - Mo embedded metadata shown. Embedded metadata A 2

www.dropbox.com only preserved in the downloaded image file but not in the {8 T . . . . . . .

Tested in late 2015 SaveAs. Exif IPTC  IPTC Exif |p'|'C IPTC  Exif |p‘|’c IPTC
Compared to 2013: also SaveAs files preserved metadata M XMP M- XMP
then = decline

Facebook - Mo embedded metadata shown. SaveAs file preserved 4 4 ik b 48

www.facebook.com Copyright Notice and Creator in 1IM, anything else is w9 . . .

Tested in late 2015 stripped off. Surprise: 2 |IM fields contain data generated gyt IPTC  IPTC Exit IPTC IPTC |pTc IPTC IPTC
by Facebook. M XMmp M XMP

Compared to 2013: at least 2 fields in lIM survive now =
slight improvement

Flickr FREE Some embedded metadata fields are shown, all correctly,
account- but not all rights-relevant 4Cs. Embedded metadata is . . . . . .
e a a a O I I www. flickr.com stripped off SaveAs files but preserved in downloaded Exif IPFTC  IFTC it IPTC IPTC  Exif IPTC
AMP XMP

Tested in late 2015 files. Iim
| ‘

o
3

Compared to 2013: plus = any downloded file preserves
metadata now; minus = even high resolution SaveAs file
does not presenve it now.

Google Photo -  Some embedded metadata fields are shown, all correctly,
photos.google.com but not all ights-relevant 4Cs. SaveAs works only for . . . . . .
Tested in late 2015 downscaled files - only Exif metadata is preserved. Exif IFTC IPTC Exif IPTC IPTC  Exif IPTC IPTC
Downloaded files preserved all metadata. M- XMmP M Xmp
Compared to 2013/Google+ photos: SaveAs file gets 1IM
n e t W O r k S and XMP metadata stripped off now = decline
*nsragram = Tested using the Instagram i0OS app v 6.4.1; = A 48

http://www.embeddedmetadata.org
/social-media-test-results.php

instagram.com
Tested in late 2015

LINKED IN 2015 -
ww. linkedin.com
Tested in late 2015

Pinterest -

www. pinterest.com
Tested in late 2015

Tumbilr -
www. tumbilr.com
Tested in late 2015

Twitter -
W, twitter.com
Tested in late 2015

Mo embedded metadata fields are shown. Mo retrieval of
image files possible.

Compared to 2013: then SaveAs was possible - with
stripped off metadata.

Mo embedded metadata shown. Only embedded Exif
fields are preserved in SaveAs files.
Compared to 2013: not tested then.

Mo embedded metadata shown. Embedded metadata
preserved in high resolution/original size images, but 1IM
and XMP metadata is stripped off in downscaled images.
Compared to 2013: the loss of [IM and XMP metadata in
downscaled images was not tested then.

Mo embedded metadata shown. Only the embedded Exif
fields are preserved in the SaveAs image files, 1IM and
XMP metadata is stripped off.

Compared to 2013: in SaveAs files all metadata were
preserved then = decline

No embedded embedded metadata shown. Only
downscaled images are available for SaveAs and the
metadata are stripped off such files.

Compared to 2013: no change

IPTC

IPTC

IPTC

IPTC

IPTC

Hy

T

g



pipl.com

e Search engine specifically created to aggregate

social profiles

Alternative with APl access: fullcontact.com

ntense.feel@gmai

intense.feel@gmail.com Location (optional)

Martin Carnogursky
(intense.feel@gmail.cor

SPONSORED:

Contact Info Email Report

IT Security Analyst & Developer at Honeywell Teck

&= EDUCATION: Bachelor's degree from Masaryk University Brno,

© PLACES:

-\ =
-
-~
=

N

Slovakia
Brno, Czech Republic

Martin Carnogursky, Brno, Czech Republic, Slovaki:
linkedin.com/in/martin-AlarnogurskAl:-4747834a

Professional Profile & Networking - Linkedin

intense.feel@gmail.com - intense
en.gravatar.com/7dd6cb972d169a35532e95436e2a8347

Globally Recognized Avatars - Gravatar



R Troy Hunt: The x Y11 The often-ove x ¥ @ Let's Enhance’ x ¥ 2 The Artificial I' x Y #& Inbox - intens x ¥ B Social Search
& ¢ O ht

&

BT YR Eae

@ SEARCH SETTINGS email alerts menitoring
FILTERS: e Sort by Date v MORE

Mentions: 22

ns://www.soclal-searcher.com/social-b

martin carnogursky

Enable monitering to start collecting all mentions

‘Mw%

ANALYTICS: Users: 6 ILED STATISTICS

Sentiment: &4:3

Q

SEARCH TIPS

Check up exact phrase match

martin carnogursky

Select language for more relevant
results.

Select ~ o

Takze tak!

V piatok 13.1.2017 sa konal sud v
kauze drogovej aféry byvalého
ministra dopravy Jana Poéiatka,
kde ako obzalovany figuruje
novinar Martin Dane. Robert Fico

. Martin Carnogursky &

Hello guys,

| recently needed to force a reboot
of my workstation which is
running arch because KDE went
crazy (blank screen with only
mouse cursor).

After the reboot, | can no longer
use commands like ps, htop, zsh,
killall because they will be stuck
and not responding to ~C or ~Z. |
tried to access manually /proc
(directory list, cmdline etc..) and it
seems like the problem is not
there which | tought may hang

Hi guys (and ladies!), I'm tweaking
my system performance and |
found that the TRIMing for SSD
disk is not enabled for exté4 fs by
default, however | have encrypted
root (which is on SSD) and | added
an option to the kernel "allow-
discards" to forward discards from
LUKS encrypted device to the
disk. Is it still needed to add
discard options in /etc/fstab
mounts or allowing discards in
luks enable it automatically?
Thanks for info,

G o

Brnénské Pyvo

Brnénské Pyvo, 28.2.2013

httpy//lanyrd.com/2013/napyvo/

Martin Carn

Start monitoring for All Web ps/htop/killall.
mentions: news, blogs, forums,

comments, videos.

Camogurshy

akD s II Any advice guys? I'm considering a
reboot but | have a pacman
update running in shell stuck at

G I
u ,ava gvfs update so | don't want to -~
Husaka‘, break system by doing another 7
'L & reboot. Thanks for help!
-

Edit: | don't have strace installed
to troubleshoot why it's stuck and
can't install it at this moment
since pacman is running and
stuck (see above)

Provide exact Facebook page URL
to get posts feed.

ex. fb.com/socialsearcher °
~
=
Martin Carnogursky
~
L

Martin Carnogursky
-

e Martin Carnogursky

Martin, £

fireplace, fire, relax, relaxation . . .
fireplace, fire, relax, relaxation.

If you divide 1 by 928001 you get
all three-digit numbers from 000
to 999 in order

-

= « ¥ B © Social Searcher - Free Social M... @ keyring [locked] - KeePassXC

Win 10 (Snimka 1) [Bezf] - Oracl...  OSINT: - - Sublime Text DB - @ 23:27:22

Oracle VM VirtualBox Manager



Schrodinger intel

* Information online is created and deleted

* When deleted —is it gone?
* Retention policy
 ,Backups made by big brother” / ,3-letter agencies”
* Someone in this world might still have a copy...

* TL;DR no OSINT?

* The Internet Archive project comes to our rescue!
* Makes snapshots of online publicly accessible websites / documents
* Some are made automatic, some manualy requested



Schrodinger intel —
use case

e 15t October 2017 — Mass shooting in Las Vegas

* His wife had a facebook profile
* Deleted by her (obviously...)
e ...Soisitgone?

* Nope https://archive.is/kMdJb

Marilou Danle Home  Find Friends
K ® v

ﬁ Marilou Danley Timeline v 2014 v All Posts «

N
Dok

ul Eal7 8 Timeline

About Friends Photos More v

DO YOU KNOW MARILOU?

ow Marilou, send her a message

Marilou Danley updated her profile picture
v 14 August- @
V- & :




Bypassing social media ACL

* Use mobile phones!
 Android can be run inside emulator

e Still works for a huge number of social networks:
 Signal, telegram, snapchat ...
e Twitter accounts with ,,find by email” disabled
* Facebook phone number <-> profile pairing



»--have | been pwned?

Check if you have an account that has been compromised in a data breach

Have | been pwned?

Oh no — pwned!

Pwned on 4 breached sites and found no pastes (subscribe to search sensitive breaches)

e https://haveibeenpwned.com/

B P Donate

* Track publicly disclosed breaches

paches you were pwned in

ach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the
data that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as

* COinhive haCked: passwords.
* https://www.theregister.co.uk/2017/10/24/c
. . 000webhost: In approximately March 2015, the free web hosting provider 000webhost suffered a
oin h Ive h d Cked pa stord reu Se/ major data breach that exposed over 13 million customer records. The data was sold and traded

before 000webhost was alerted in October. The breach included names, email addresses and plain
text passwords.

ompromised data: Email addresses, IP addresses, Names, Passwords

e Password keyring ... anyone?

: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens
pf their customers. In August 2016, they forced password resets for customers they
e at risk. A large volume of data totalling over 68 million records was subsequently
included email addresses and salted hashes of passwords (half of them SHA1, half

il addresses, Passwords

a huge list of email address and password pairs appeared in a
list contained 593 million unique email addresses, many



https://haveibeenpwned.com/
https://www.theregister.co.uk/2017/10/24/coin_hive_hacked_password_reuse/

Hnakedir Leakedin

Leakedin.com

Leaked [}

Stories About Data Leaks and Related Stuff
phpMyAdmin SQL Dump
Posted by PasteMon on Movember 11th, 2016
149 voted @ vote

Detected 1 occurrence(s) of ““— phphMyAdmin SQL Dump

yAdmin SQL Dump

n 4.6.4
-—- https://www.phpmyadmin.net/

[ - ]

re_zone = "+00:00%;

Etebin.comiraw. php?i=CZRc09nl

steMon Tags: pastebin.com, phphyvAdmin SGL Dump Comments Off on
phpMyAdmin SCL Dump

vith Interesting Data

“1th, 2016

~qgin|password|email|uid) Y|":

~d_date

Disclaimer Abuse

e
S

TOP-5 LEAKS

VISA Credit Card (424)
Simple Password (278)
MasterCard Credit Card (274)
Tracking Mumber {207}

Email Addresses List (203)

TAG CLOUD

Apache Configuration Directive API
Key Certificate Cisco Configuration
with Enabled Password Command Line
Password CVE Reference Default
Credentials Default Security Password
Dropbox Shared File E-mail
Headers EMail/Password
Dump Email
Addresses List expioit
Hacked Data Hacking
Notification HTTP POST
HTTP Proxies List IP Addresses
List Leaked Data MDS/SHAL
Hash MD5/SHA1 Hashes
MySQL Access Control MySQL
Connect Information
MySQL Table with
Email/Password Dump MySQL
Table with Interesting Data
MySQL Table with
Passwaords MySQL URI Nmap
Scan Report Obfuscated
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’. SHODAN org:"Masarykova univerzita - Ustav vypocetni technil e} Explore Downloads Reports Enterprise Access Contact Us

#% Exploits * Maps *% Images ® Share Search

Czech Republic 3,943
TOP SERVICES

SSH 730
HTTP 638
Portmap 557
HTTPS 426
NTP 397

TOP ORGANIZATIONS

Masarykova univerzita - Ustav vypocetni techniky 3,943

TOP OPERATING SYSTEMS

& Download Results Ll Create Report

RepearExplorer Galaxy

& SSL Certificate HTTP/1.1 200 OK
. e: Wed, @1 N 17 104: MT
Masarykova univerzita - Ustav vypocetni techniky Issuad By: pat B D1 oV 2013, 22 O ——
|- Common Name: TERENA SSL CA 3 Server: Apache/2.4.10 (Debian)
B Czech Republic, Brno |- Organization: TERENA Last-Modified: Tue, 26 Sep 2017 ©8:38:20 GMT
Details . ETag: "1383-55a1398f@aal6"
Issued To:

Accept-Ranges: bytes
Content-Length: 4995

|- Common Name: galaxy-elixir.cerit-

sc.cz .
Vary: Accept-Encoding
- Organization: Masarykova >
|- Organi ! ry Cache-Control: no-cache, no-store, must-revalidate
univerzita

Pragma: no-cache

Supported SSL Versions
TLSv1, TLSv1.1, TLSv1.2

Diffie-Hellman Parameters
Fingerprint: RFC3526/0akley Group
14

217.69.96.68
: SSH-2.0-0OpenSSH_5.3
Masarykova univerzita - Ustav vypocetni techniky Key type: ssh-rsa
B Czech Republic Key: AAAAB3NzaC1yc2EAAAABIWAAAQEA30GWXsBOWzzNKaG2veboqYil1CyybYv+FCwv@90zCDk/CtNeL
Details 6nK+RyVhKUUlfy57riAY4egegXsEw4M61+maUWy8/iuuw7ycjS1drj3Zas96Af63/IGBN4VODrxtx
fny+tKhj2QMi31riwddD8R5SgH2uJGgce/iIWST3vNO5tTbrZiYwSSwALeHEJubJ3Kq+JimJ jmKg
0JkeDPQRE21tBLp60ASBESEE. . .

shodan.io

Windnwe Q 2

SR —
TOP PRODUCTS

OpenSSH 505

Details VZOU/WNLYDKIQVDAOLYL IMJIUEDS/ 3/ ] JUDUSORUMYDULYOA/ENWFP/ T3V YLKUXJKJAEOET IV YDK
C5PphSjTRjf15Snq92GeheICxAw64DcOMBhe+3cg3mX/zyl1I+MRUNO6YVSwdx 1qv18AbzqH5K1d1B
Coin
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Scans.io DNS set: 250G of (OSINT) porn

* https://scans.io/study/sonar.fdns v2

* DNS ANY responses aggregated from full IPv4 scan and other sets

* Around 250G uncompressed

* JSON data per line

* Pro tip: use jq for advanced parsing/filtering

"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":
"timestamp":

zcat 20170908-fdns.json.g
“reseau0c0ﬂ cluster007. ovh
hs.googlehosted.com"

"1504976471"
"1504937052"
"1504925049"
"1504927264"
"1504927264"
"1504975181"
"1504976736"
"1504920966"
"1504870958"
"1504974204"

r
r
r
r
r
r
r
r
r

"name" :
“name“:“L
"name":"
"name":
"name":"
"name"
"name"
“name“
"name"
“name“

z|head

isutility.webQ.hubspot

"sendv54sxu8fi12g.
sendv54sxu8f12g.
:"shops.myshopify.com"
'“www .triblocal.com. s;-weh51te us east 1.

ihance.
ihance.

"typ
com"

net"
net"

"type":

'* ' 2925.com. dvcdn com

'* 2bask.com’

tvpe

"k 5thlefdata com"

tyf‘]el:llall ||V

typ

r

net
E

"typ
name

type

"cname"

e"

'value“:“
alue":

r

r

e":"cname","v
","value":"
"cname" ,"v
, “ty[:le“ : Ilall , “V
,“type“:“a“,“v
value"
ana onaws.com'

value"

alue":
alue“:“Sd.

"199.

alue":"cluster007.ovh.net"}
googlehosted.1l.googleusercontent.com"}
alue":"a1049.b.akamai.net"}
"52.52.146.241"}
241.184.45"}
:"shops. mvshopifv com“}
,"type":"cname","v
"121.201. II6 57"}

alue":

176.31.246.156”}
34.228.100"}

"s3-website-us-east-1.

amazonaws.com"}



https://scans.io/study/sonar.fdns_v2

Subdomain mapping

* MUNI.cz : 31225 domains! (unfiltered)

* Tools:
e Sublist3r
e SDBF (Smart DNS brute forcer)
* Massresolver / massdns
* Scans.io FDNS dataset



crtsh.com

Certificate

transparency

project

2fore Identity
10-09 acrab.ics.muni.cz

10-09 collector-itoa.csirt.muni.cz
10-09 collector-test.csirt.muni.cz

05-29 infinity.nchr.muni.cz

10-06 proxy-west-life.ics.muni.cz

10-03 cp-testics.muni.cz
04-05 oidc.ics.muni.cz
10-01 took95.ics.muni.cz
09-27 scienceslam.muni.cz
09-30 tutor.fi.muni.cz
098-29 092.minotaur.fi. muni.cz
19-29 006.minotaur.fi.muni.cz
19-29 057.minotaur.fi. muni.cz
19-29 030.minotaur.fi.muni.cz
'9-29  36.minotaur.fi.muni.cz
9-29 52.minotaur.fi.muni.cz
3-29 81.minotaur.fi.muni.cz
-29 78.minotaur.fi. muni.cz
-29 00.minotaur.fi.muni.cz
29 077.minotaur.fi.muni.cz
27 crocs.fimuni.cz
'5 theia.fi.muni.cz
4 streamdflow.ics.muni.cz
' minos.fi.muni.cz
gamu.muni.cz
WWW.gamu. muni.cz
ollector2.csirt. muni.cz
Jllector.csirt.muni.cz
iafi.muni.cz
a.fimunicz
fi.muni.cz
fi.muni.cz
muni.cz
r2.csirt. muni.cz
csirt. muni.cz
‘uni.cz
muni.cz
muni.cz

w

¥

ni.cz

4

Issuer Name

C=NL. ST=Noord-Holland. | =Amsterdam., O=TERENA, CN=TERENA S5L High Assurance CA 3
C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3
C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3
C=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3

C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=I et's Encrypt Authority X3

C=NL. ST=MNoord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL High Assurance CA 3
C=US, O=lLet's Encrypt, CN=I et's Encrypt Authority X3

C=NL. ST=Noord-Holland. L=Amsterdam. O=TERENA, CN=TERENA SSL CA 3

C=U5, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=l et's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=| et's Encrypt Authority X3

C=US5, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Il et's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=I et's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=lLet's Encrypt, CN=I et's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=| et's Encrypt Authority X3

C=U5, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=l et's Encrypt Authority X3

C=US, O=Let's Encrypt, CN=| et's Encrypt Authority X3

C=US5, O=Let's Encrypt, CN=Let's Encrypt Authority X3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TEREMNA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=MNoord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA SSL High Assurance CA 3

C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
C=US, O=lLet's Encrypt, CN=I et's Encrypt Authority X3
C=US, O=Let's Encrypt, CN=| et's Encrypt Authority X3
C=U5, O=Let's Encrypt, CN=Let's Encrypt Authority X3
C=US, O=Let's Encrypt, CN=l et's Encrypt Authority X3
C=NL. ST=Noord-Holland. L =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TEREMNA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=MNoord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA SSL High Assurance CA 3

C=NL. ST=MNoord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA SSL High Assurance CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TEREMNA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. L =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. | =Amsterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA 55| CA 3

C=NL. ST=Noord-Holland. L=Amsterdam. O=TERENA, CN=TERENA 55L CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA 55L CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA 55| CA 3

C=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA 55L CA 3

“=NL. ST=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
ML, ST=Moord-Holland. L=Amsterdam, O=TERENA, CN=TERENA S5L CA 3
ST=Noord-Holland, L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
“T=Noord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
-Noord-Holland. L=Amsterdam, O=TERENA, CN=TEREMNA SSL CA 3
~ord-Holland. L=Amsterdam, O=TERENA, CN=TERENA SS5L CA 3
“i-Holland. L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
Holland. L=Amsterdam, O=TEREMNA, CN=TERENA SSL CA 3
‘and. L=Amsterdam, O=TERENA, CN=TERENA SSL CA 3
A L=Amsterdam, O=TERENA, CN=TERENA SS5L CA 3
=Amsterdam, O=TERENA, CN=TERENA SSL CA 3

wisterdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

~rdam, O=TERENA, CN=TERENA S5L High Assurance CA 3

“m, O=TEREMA, CN=TERENA SSL High Assurance CA 3

T=TEREMA. CHM=TEREMNA SSL Hioh Assurance CA 2




Organizations: file search

* ”filetype:” dork
 ,Site:whitehouse.gov filetype:pdf”

e Apart from content, file metadata is a very valuable intelligence
* Software being used
* Usernames
* Emails

* |nternal file shares...

* More awesome reading: https://blog.sweepatic.com/metadata-hackers-best-friend/



Metadata analysis

/TAIDDS dualegy 10r e vriea siate...
Shealah Craighead
The White House

‘ EOP
Kota 'S

Adobe Photoshop Lightroom 6.10 (Macintosh)
Axler/Ariella (Intern)

B

Canon iR-ADV C9065 PDF  Mick Mulvaney

/Acrobat PDFMaker 11 for Word Mark Sandy

’ Xerox WorkCentre 7970
OMB

Employment & Training Administration

White House Communications Agency

/ Chad Aleshire

Rollins, Haley B. EOP/OSTP (Intern)
Acrobat PDFMaker 11 for PowerPoint

CIA Director: ,We kill people based on metadata“ https://goo.gl/BqLMWb



The Intemet

DNS Cache snooping

 Abuse DNS cache leaks:

* nslookup -norecurse somedomain dns_server
dig @dns_server somedomain A +norecurse

[ ]
e
update. m=fee. com:

3 1592.168.1.1
update. m@afee. com?

. O

update.m@afee. com:
192.165.1.1

DMS Server

-

.

4,
update m=afee.com?

1
update m@afee.com?

O




Anti-OSINT: Welcome to the dark side

Delete information

* Relative, can be sometimes recovered as shown earlier...

Understand the process of collecting OSINT and break/manipulate it

Create miss information

Track OPSEC leaks




Anti-OSINT: Delete

* Self explanatory
* Or restrict who have an access to your information

* Europe is your friend - Right to be forgotten

* Request removal of your information
* https://www.google.com/webmasters/tools/legal-removal-request?complaint type=rtbf



https://www.google.com/webmasters/tools/legal-removal-request?complaint_type=rtbf

Anti-OSINT: Understand

e Workflow:

* Take an information (for example e-mail) and reverse search to expand
collected intel

* Combine & repeat

Solution?

* Don’t use the same e-mail everywhere

* WTF? Do | need new email for every website where | register?
 Solution: e-mail proxies
* Blur by Abine (https://dnt.abine.com)



Anti-OSINT: Create

 Create conflicting information
» Different birth dates
 Different residencies
* Information that lead to someone else



Anti-OSINT: Track

 Force OPSEC leaks:

* URL shorteners: can be used to track who opened the URL
* Friend requests
e Canary tokens

* Abusing big brother: Google adwords
* Trigger Advertisement when someone search for you
* Provides demographic information about triggers
e Can be applied to other (social) advertisement networks



Resources

OPEN SOURCE
INTELLIGENCE + Grugg — OSINT & OPSEC guru
TECHNIQUES '

RESOURCES FOR SEARCHING AND
ANALYZING ONLINE INFORMATION

FIFTH EDITION

—
MICHAEL BAZZELL

* Krypt3ia blog & twitter

* Michael Bazzell


https://medium.com/@thegrugq
https://krypt3ia.wordpress.com/
https://inteltechniques.com/menu.html

Appendix: Tools
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[=| Infrastructure

. DNS Name
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Mining View [ ] Edge Weighted View

Dynamic View

Entity List
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= MVEIVIEW
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Bianca Harck
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[
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Running transform To NS record [DNS] on 1 entities.

Transform To NS record [DNS] returned with 5 entities.
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x @ Married
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Chris Bohme
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Chris Bohme
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"~ @ © ) OSINT - Information gathering with recon-ng by Itzik Moshe
| 2 | 44.439716 | 26.14863 | al.booking.com | geocode /
{3 | 44.439716 | 26.14863 | b1.booking.com | geocode /
| 4 | 44.439716 | 26.14863 | b2.booking.com | geocode /
1cS | 44.439716 | 26.14863 | c.booking.com | geocode /
| 6 | 44.439716 | 26.14863 | cs.booking.com | geocode /
| ¥ ¢ | 44.439716 | 26.14863 | wiki.booking.com | geocode /
| 8 | 44.439716 | 26.14863 | s1.booking.com | geocode /
| 9 | 44.439716 | 26.14863 | ssl.booking.com | geocode /
| 10 | 44.439716 | 26.14863 | u.booking.com | geocode /
| 11 | 44.439716 | 26.14863 | v.booking.com | geocode /
| 12 | 44.439716 | 26.14863 | wl.booking.com | geocode /
] 13 | 44.439716 | 26.14863 | w2.booking.com | geocode /
| 14 | 44.439716 | 26.14863 | w3.booking.com | geocode /
| 15 | 44.439716 | 26.14863 | Strada Vatra Luminoasd 108, Bucharest, Romania | reverse_geocode |
e et e P P T PP P P Re +
15 rows returned
[recon-ng] [booking.com][reverse_geocode] > clear
Command: clear
[recon-ng] [booking.com][reverse_geocode] > show hosts
e e e e e e e e e e e e e e e e e e e e e e MMM MM e emeameemameamas i

| United Kingdom | 51.5095 | -0.59541 | resolve

| al.booking.com
| admin.booking.com
| admin.c.booking.com

| autodiscover.itspublic.booking.com

| b1.booking.com
| b2.booking.com

/
/
/
| autodiscover.booking.conm /
/
/
/
/

| Slough,

| Slough,
| Slough,

Recon-ng

J &8 87 716 2270 .

i S S lilagL Con
| 120 | client.perspagina.nl
| 121 [ client.perspagina.nl
| 118 | client.presspage.com
| 119 | client.presspage.com

| 54.229.233.23 | Dublin,
| 176.34.142.255 | Dublin,
| 176.34.142.255 | Dublin,
| 54.229.233.23 | Dublin,

England

England
England

Dublin City
Dublin City
Dublin City
Dublin City

| Amsterdam, Noord-Holland | Netherlands
| Amsterdam, Noord-Holland | Netherlands
| Trumpington, England
| Trumpington, England

| United Ki

1 =

| Ireland
| Ireland
| Ireland
| Ireland

| 52.374
| 52.374
| United Kingdom | 52.1721
| United Kingdom | 52.1721
| United Kingdom | 51.5095 | -0.59541
ngdom | 51.5095 | -0.59541

| 4.88969 | resolve
| 4.88969 | resolve
| 0.11261 | resolve
| 0.11261 | resolve

| resolve

| resolve

(EEEWEWNL N

53.344 | -6.26719 | resolve
53.344 | -6.26719 | resolve
53.344 | -6.26719 | resolve
53.344 | -6.26719 | resolve



