
OSINT
NSA surveillance for hipsters



OSINT – Open Source Intelligence

• In this context:
• Information that is available publicly or is not heavily restricted to only 

specific group of people

• We will focus on the Internet and intelligence found there

• Techniques depends on target:
• Human or a group of people

• Organization

• Website



OPSEC – Operations Security

• Shameful wiki copy/paste:
• Operations security (OPSEC) is a term originating in U.S. military jargon, as a 

process that identifies critical information to determine if friendly actions can 
be observed by enemy intelligence, determines if information obtained by 
adversaries could be interpreted to be useful to them, and then executes 
selected measures that eliminate or reduce adversary exploitation of friendly 
critical information



Dorking – Google is your friend

• Basic dorks that everyone knows but nobody uses them:
• „site:“, „inurl:“

• Reverse image search

• „site:“
• Very helpful to narrow down search results to a particular site

• Or to exclude them…



„muni.cz“ site:pastebin.com

• https://pastebin.com/i80uCT42
• LDAP debug logs

• https://pastebin.com/JbKpYx9W
• [redacted] running sqlmap against „minotaur.fi.muni.cz“
• … and successfully found injection via parameter…

• https://pastebin.com/4yvCgWg3
• CSIRT notification to some Croatia guys doing port scan on MUNI network

• … + 99% of homeworks for PB162 (Java Introduction)

• What else? Try it ;)

https://pastebin.com/i80uCT42
https://pastebin.com/JbKpYx9W
https://pastebin.com/4yvCgWg3




Username checks

• namechk.com

• checkusernames.com



Mailtester.com

SMTP commands are your friends:
• VRFY
• EXPAND



Reverse image search
• Google images: images.google.com

• Just drag & drop a picture

• TinEye: tineye.com

• Long time elite

• Can track original location



Facebook – link 
picture to a profile

• https://scontent-vie1-
1.xx.fbcdn.net/v/t31.0-
8/22291334_1812769128750995_
4485931666373875347_o.jpg?oh=
ecbfb7f4a79f21be8a116eb31a7b45
59&oe=5A446272

• facebook.com/1812769128750995



Geotagging



Twitter Geo-location

• Almost every mobile phone has a GPS
• Most social networks attach GPS coordinate to the message
• Some are publicly available

• Modern browsers have also basic geo location features
• No built-in GPS so less accurate
• Still accurate enough mostly to hundred few meters

• Tools:
• https://www.mapd.com/demos/tweetmap/
• Creepy (https://twitter.com/cree_py)

https://www.mapd.com/demos/tweetmap/
https://twitter.com/cree_py


Geotagging
• Ooops…

• https://www.schneier.com/blog/archives/2015/06/us_identifies_a.html

• https://www.techlicious.com/blog/isis-terrorist-selfie-bombing/

• https://twitter.com/_davidthomson/status/559302457357258753

https://www.schneier.com/blog/archives/2015/06/us_identifies_a.html
https://www.techlicious.com/blog/isis-terrorist-selfie-bombing/
https://twitter.com/_davidthomson/status/559302457357258753


Image 
metadata

• Software                        : 7.0.6

• Lens Make                       : Apple

• Lens Model                      : iPhone 5s back camera 4.12mm f/2.2

• GPS Latitude Ref                : North

• GPS Longitude Ref               : East

• GPS Altitude Ref                : Above Sea Level

• GPS Time Stamp                  : 18:32:17.18

• GPS Img Direction Ref           : True North

• GPS Img Direction               : 242.1097561

• GPS Altitude                    : 225.3 m Above Sea Level

• GPS Position                    : 49 deg 12' 24.19" N, 16 deg 37' 26.79" E

• Run Time Since Power Up         : 10 days 23:12:22

• Create Date                     : 2014:04:23 20:32:38.378

• Date/Time Original              : 2014:04:23 20:32:38.378



Metadata on 
social 

networks

http://www.embeddedmetadata.org
/social-media-test-results.php



pipl.com

• Search engine specifically created to aggregate 
social profiles

• Alternative with API access: fullcontact.com



social-searcher.com



Schrödinger intel
• Information online is created and deleted

• When deleted – is it gone?
• Retention policy

• „Backups made by big brother“ / „3-letter agencies“

• Someone in this world might still have a copy…

• TL;DR no OSINT?

• The Internet Archive project comes to our rescue!
• Makes snapshots of online publicly accessible websites / documents

• Some are made automatic, some manuály requested



Schrödinger intel –
use case

• 1st October 2017 – Mass shooting in Las Vegas

• His wife had a facebook profile

• Deleted by her (obviously…)

• … so is it gone?

• Nope https://archive.is/kMdJb



Bypassing social media ACL

• Use mobile phones!
• Android can be run inside emulator

• Still works for a huge number of social networks:
• Signal, telegram, snapchat …

• Twitter accounts with „find by email“ disabled

• Facebook phone number <-> profile pairing



Have I been pwned?

• https://haveibeenpwned.com/

• Track publicly disclosed breaches

• Coinhive hacked:

• https://www.theregister.co.uk/2017/10/24/c
oin_hive_hacked_password_reuse/

• Password keyring … anyone?

https://haveibeenpwned.com/
https://www.theregister.co.uk/2017/10/24/coin_hive_hacked_password_reuse/


Linkedin Leakedin

• Leakedin.com



OSINT: Organizations



shodan.io



Scans.io DNS set: 250G of (OSINT) porn

• https://scans.io/study/sonar.fdns_v2

• DNS ANY responses aggregated from full IPv4 scan and other sets

• Around 250G uncompressed

• JSON data per line

• Pro tip: use jq for advanced parsing/filtering

https://scans.io/study/sonar.fdns_v2


Subdomain mapping

• MUNI.cz : 31225 domains! (unfiltered)

• Tools:
• Sublist3r

• SDBF (Smart DNS brute forcer)

• Massresolver / massdns

• Scans.io FDNS dataset



Certificate 
transparency 
project

crtsh.com



Organizations: file search

• „filetype:“ dork
• „site:whitehouse.gov filetype:pdf“

• Apart from content, file metadata is a very valuable intelligence
• Software being used

• Usernames

• Emails

• Internal file shares…

• More awesome reading:  https://blog.sweepatic.com/metadata-hackers-best-friend/



Metadata analysis

CIA Director: „We kill people based on metadata“    https://goo.gl/BqLMWb



DNS Cache snooping

• Abuse DNS cache leaks:
• nslookup -norecurse somedomain dns_server
• dig @dns_server somedomain A +norecurse



Anti-OSINT: Welcome to the dark side

Delete information

• Relative, can be sometimes recovered as shown earlier…
Delete

Understand the process of collecting OSINT and break/manipulate itUnderstand

Create miss informationCreate

Track OPSEC leaksTrack



Anti-OSINT: Delete

• Self explanatory
• Or restrict who have an access to your information

• Europe is your friend - Right to be forgotten
• Request removal of your information

• https://www.google.com/webmasters/tools/legal-removal-request?complaint_type=rtbf

https://www.google.com/webmasters/tools/legal-removal-request?complaint_type=rtbf


Anti-OSINT: Understand

• Workflow:
• Take an information (for example e-mail) and reverse search to expand 

collected intel

• Combine & repeat

Solution?

• Don’t use the same e-mail everywhere
• WTF? Do I need new email for every website where I register?

• Solution: e-mail proxies
• Blur by Abine (https://dnt.abine.com)



Anti-OSINT: Create

• Create conflicting information
• Different birth dates

• Different residencies

• Information that lead to someone else



Anti-OSINT: Track

• Force OPSEC leaks:
• URL shorteners: can be used to track who opened the URL

• Friend requests

• Canary tokens

• Abusing big brother: Google adwords
• Trigger Advertisement when someone search for you

• Provides demographic information about triggers

• Can be applied to other (social) advertisement networks



Resources

• Grugq – OSINT & OPSEC guru

• https://medium.com/@thegrugq

• Krypt3ia blog & twitter

• https://krypt3ia.wordpress.com/

• Michael Bazzell

• https://inteltechniques.com/menu.html

https://medium.com/@thegrugq
https://krypt3ia.wordpress.com/
https://inteltechniques.com/menu.html


Appendix: Tools



Maltego



Recon-ng


